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Introduction

The goal of this user guide is to provide users within the AnVIL platform the tools to be able to
export data from their REDCap project onto other online platforms to increase interoperability.

Base REDCap vs External Modules

One of the common misconceptions is that the API tool is either part of base REDCap or it is an
external module. It is important to remember that the API is neither. While the ability to generate
a token is controlled through the user rights, the API import/export process is a separate entity.

Base REDCap:

Refers to anything a user can do with their REDCap system which does not require an
extension of the codebase. These are tasks a user can perform when they log into REDCap and
have the appropriate user rights. It is important to note that REDCap is often releasing updates
weekly and each user’s system is uniquely configured. If there is a screenshot where something
doesn’t look exactly like your REDCap instance or you find you cannot perform a task then
please contact your local REDCap administrator for assistance. Please note that the AnVIL
team cannot access your system to implement any changes.

External modules:

These are add-on features built by developers to extend the functionality of the base
REDCap code. There are times where an external module can be converted into base REDCap
if it provides a service that the majority of users would benefit from. Whether you can enable
external modules depends on your administrators, some sites will allow the use of them while
others may choose to not allow their users access. It is important to remember that while the
external modules are checked by local administrators before being enabled, they are often not
supported by REDCap staff. This means that if a feature breaks, it often takes a study team
putting a budget into place to have their local admins or the Vanderbilt team fix the issue.

At this moment there are no external modules to pull information from a REDCap project onto
another online platform. This function will have to be done through base REDCap tools. Please
note that there is an APl Sync module, however do not enable this specific module for
this particular task because it is only designed to move data from one REDCap project to
another.
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Manual Data Export From REDCap Into Terra

REDCap User Rights

In order to create reports and export the data users must have add/edit/organize report rights
and access to the data via the user rights page. The highlighted options below will show what
needs to be selected for a given user in order to access these features.

& Editing existing wser “lewisa_3

s Editing exsting user “lewisa_3°

Basic Privileges Privileges for Viewing and Exporting Data

B Exmiration Cabe

B Promct Detgn snd Setus Dusts Viewing Righis Dists Export Righty

Aeczam Oty GBS  surosy
iddan retpcnan

- L] LI )
L]

Save Changes

User rights regarding API use are discussed in the section “REDCap API User Rights”.

Create Custom Report

You may create your own custom reports in which you can filter the report to specific fields,
records, or events using a vast array of filtering tools to make sure you get the exact data you
want. Once you have created a report, you may view it as a webpage, export it out of REDCap
in a specified format (Excel, SAS, Stata, SPSS, R), or view the plots and descriptive statistics
for that report.

Custom report: Step 1
To get started, click on Data Exports, Reports & Stats on the left-hand navigation bar. In your
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workspace on the right-hand side of the screen, you will see a tab ‘Create New Report’ — click
on that.

Enter a name for the report and indicate who should be able to access the report:

All users

A list users specified by name

All users from a particular user role or roles

All users from a particular data access group or groups (see User Rights for more
information about user roles and data access groups)

Indicate who should have access to editing, copying or deleting the report. This feature will only
be available to users on the project who have “Add/Edit/Organize Reports’ privileges. Multiple
users might want to use a report in different ways and might choose to change some of the
fields, filters or sorting options. This setting will allow you to restrict other users’ ability to make
those changes.

Custom report: Step 2
Specify the fields to include in the report

STEP 2
@ Fields to include in report + Quick Add Add all fields from selected instrument: | _ choose instrument - ¥
Field 1 record_id "Record ID" M nstrument: Registration Survey X
Field 2 o nstrument:
Notes:

e If your list of fields is very long, it can be easier to find them by clicking ABI and opting to
have a text entry box with an autocomplete dropdown.

re v
record_id "Record ID

| email "Email address

e You can click on the ‘Quick Add’ button to easily tick off the fields you want to see in the
report

e You may reorder fields by dragging a field to a new position

e Remove fields using the red X

Additional report options
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@ Additional report options (optional)

Include the survey identifier field and survey timestamp field(s)?
Combine checkbox options into single column of only the checked-off options (will be formatted as a text field when exported to stats packages)
Remove line breaks/carriage returns from all text data values (only applicable for CSV Raw and CSV Label data exports)

In the report header, display the field label, variable, or both (not applicable for exports)? Both @
In the report's data, display the field label, raw data value, or both for multiple choice fields (not applicable for exports)? Both e

Include the Data Access Group name for each record
If your project has Data Access Groups, you will have the option to include the Data Access
Group name as a data point in the report.

Survey Identifier field and survey timestamp fields
If your project includes surveys, you have the option to tick a box so that the survey identifier
field and survey timestamp fields are included in your report.

If you use multiple-choice checkboxes in your project, you will note that each choice takes up its
own column in a report or export. If you prefer to have those columns combined, tick the option
to combine checkbox options.

Custom report: Step 3

Specify a filter for the records (optional).

You can apply straightforward filters by selecting the relevant fields and specifying an operator
(e.g. “equals”) and a value to match. For complex expressions involving functions or requiring
parentheses click Use advanced logic to write your filter expression. The syntax for the
expression follows the same rules as for calculated fields and branching logic.

Live Filters

Live filters can be selected on the report page for dynamically filtering data in real-time. With the
exception of the Record ID field, only multiple-choice fields can be used as Live Filters. After
applying a Live Filter, report results can be exported as filtered.

An example of when this might be useful is if you are looking at a report of all patients who have
diabetes. You could have a live filter on gender and race. When you first view the report (with no
live filters), you would see all patients with diabetes. If you wanted to know how many of them
are female, you could click on the live filter for gender and select to only see females. You would
then be looking at a subset of your data: patients with diabetes who are female. You can then
click the live filter for race and select African American. That would deliver you a further sub-set
of data, this one displaying only the African American female patients who have diabetes.

DAG filter
If your project has DAGS in it, you have the option to limit your results based on DAG name(s).


https://redcap.vumc.org/surveys/?s=8MPTNYPKYAAT9LPE
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Custom report: Step 4
Specify up to three of the report fields by which the records will be sorted.

You will then click Save Report. You will be asked if you wish to View the Report, Return to My
Reports & Exports or Continue Editing the report. Once you click View Report, your report will
be added to your report list on the left-hand navigation bar.

My Reports & Exports

Report name View/Export Options Management Options
A All data (all records and fields) Q View Report B Export Data Lt Stats & Charts
B Selected instruments (all records) k Make custom selections
1 Registrants in chrono order Q View Report B Export Data L Stats & Charts # Edit | @ cCopy | | XDelete

Reports are also listed in their own section of the left-hand menu and are available directly from
any project page.

Reports QSearch % Organize J Edit |-

1) Registrants in chrono order

2) All registrants in reverse chrono order
3) Special requests

4) Attendee Info for communication

5) Geographic information

6) Affiliation/Department

7) Presenters

You can also download all files on a report. When viewing a report (including public reports) that
contains one or more File Upload fields or Signature fields, a “Download Files (zip)” button will
appear on the page to allow users to easily download all the report’s uploaded files into a single
zip file for those fields for the records in the report.

Data Export From REDCap Reports

After a report has been created, the report can either be viewed in REDCap or exported.
Manual data export is one method in which data can be exported from the REDCap project. The
following steps will provide users the appropriate steps to export data in a way to facilitate
import into the Terra system.
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There are two locations in which report data can be exported. First is directly from the report
after it has been run and viewed. Second is directly in the My Reports & Exports page. Both

methods will export the data in the same way.

XX

Method #1

Data Exports, Reports, and Stats B VIDEQ: How to use Data Exports, Reporss, and Stats

+ Create New Report [+ My Reports & Exports  [® Other Export Options | Q, View Report: Terra Data

Number of results returned: 1 IE Stars & Charts |l | B Export Dara | ® Print Page # Edit Reporr
Total number of records queried: 1

Report execution time: 0.2 seconds

Terra Data
Gender Date of birth Ethnicity Race
Sex aob ethnicrty race
Decline to state (1002) 04-26-2024 NOT Hispanic or Lating (1) American Indian/Alaska Native (0)

Method #2

REDCap —

i Kcgpac I baahon | g Data Exports, Reports, and Stats B WIDED: How 1o wse Dots Expons, Bepons, ard St
[ My Projects o £¥ Control Center
W RED:Cap Messenger
+ Create New Report | B My Reports & Exports | [ Other Export Options
& Contact AEDCap administrator P ¥ Bapor P Ll
£ View project sz user: | _ galeza upe - v
- This module allows you 1o easily view repons of your data, inspect plots and descriptive statistics of your data. as well a5 expon your data to Microsoft
Extel, SAS, S1ata, FL o¢ SPES far anabysis (if you have such privileges). If you wish to Export your *entire™ data S61or view iL 42 3 repon, then Repart Als
Praject Home and Design =] the bestand guickest way, However, if you wank to view or export 9ata from only specific instrumants (or events) on the fiy. then Report B i the bes
. . chaice. ¥ou may also create your own custom reparts belaw (If you have such privieges) in which you can filter the report to specific fields, recards, or
& Project Home - S Project Setup SyBnLS uSing & vast array of fillering 190l 18 Make Swre you Set the exstt data you want. ORCe you have created 3 repart, you mMay view it 35 a webpage,
& Designer - @ Dictianary - B Cogeback export it out of REDCap In a specified format (Excel, S45. Stata. SPS5. RL or view the plots and descriptive statistics for that report.
W Project satus. Develspment
Dt Cotiection = e
e Rieport name View/Expart Opoions Maragemens Options =
A all data (3l records and fields) Q view feport | | BExpor: Gama | | I Soars & Chars
o
g o E  Selected instruments (3l records) e hAmioe CLSTO SERCTONS
1 Terrs Dasa I Seass & Craets #Ean| (D ooy || x Datete

. N
B Project Dashboards LIEr e Repod
M Alarts & Motifications

@ Mult-Language Management

After clicking the Export Data button for a report, you must select the export format and any
de-identification options.
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B Exporting "Terra Data”

7
X
e
S
7
£

Select your export settings, which includes the export format (Excel/CSV, SAS, SPS5, R, Stata) and if you wish to perform de-identification on the data set.

Choose export format

'xl C5V / Microsoft Excel (labels)

SPSS Statistical Software

{j.SaS SAS Statistical Software

(8] @ R Statistical Software

8] @ Stata Statistical Software

(8] n CDISC ODM (XML}

@) le C5V / Microsoft Excel (raw data)

De-identification options (optional)

The options below allow you to limit the amount of
sensitve infarmation that you are exparting out of the
project. Check all that apply.

Known Identifiers:

_:‘ Remove All Identfier Fiekds (tagged in Daza Dicionary

[ Hash the Record IDfield (omerts recard name &2 an

Free-form text:

O Remove unvalidated Text fields (e Te fields cther than
are are

dates, numbers, etc
L| Remove Notes/Essay box fields
Date and datetime fields:
() Remove ail date and daretime fislds
OR
] Shife 2l dates by value between 0 and 364 days
shifted it determined by algcrithm for each recoed)

Vhat is date shifting?

Also shift all survey completion timestamps by value
petwesn 0 and 354 days
shifted amount deterrmined by algorithm for each recard!

Export Formats

Advanced data formatting options

Export blank values for gray Form Status?

All Form Status fields with a gray status icon can be exported
either as & blank value or a5 "0" (Incomplete). Hine: Blank values
are récommended if the dats will be imported back into
REDC2p, in which thig preserves the gray Status icons for all the
mported records

Export gray Form Staus fleids with value of 0" v

Set 5V delimiter character
Ser the defimiter used to separate values in the CSV data file
{only valid for CSW Raw Data and CSV Labels export formars)

,(comma] - default ¥

Force all numbers into a specified decimal format?
You ma_, choose 1o force all Jana valuss Containi "'55 decimal 1o
havea spe:i.‘ned decimal character (comma or period/ful |S'.Gp,\
This will be app ed 1o all calculations and number-validated
ext values in the export file.

Use period/full stop { . ) as decimal for all numbers v

MNOTE: Your data formatting selections sbove will be
remembered in the future and will be pre-selected upoan your
MEXT EXpOsT.

Export Data Cancel

Choose how you would like to download the data. Either in csv or for a specific statistical

software.

CSV Format

Raw data: When exported in raw format the variable names will be in the first row with the

associated raw data value below.

A B

112
211
212

P W RS -

C

2

_ record_id_l participant_complete consent survey complete

2
0
0

Labeled data: When exported with labels the field labels will show in the first row with the labels
for the data appearing in the record rows below.

A B

C

1 |Record ID_lComplete? Complete?
2 112 Complete Complete

3 211 Complete Incomplete
4 212 Complete Incomplete

Use the “Raw” option if you are wanting to make a backup of your data or if you want to use the
data for producing charts or to prepare a file to import back into REDCap (or indeed another
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system).
Remember that CSV files are NOT Excel files, and Excel may not display CSV data exactly how
it is in the CSV file.

Statistical Software

For each stats package option (SPSS, SAS, R and Stata) REDCap will give you a raw data file
in CSV format and a syntax file that will read in the data from the CSV file and apply the
appropriate column formatting, variable labels and value labels.

De-ldentification

e Known identifiers: obfuscate record identifiers and/or ensure all fields that are
flagged as identifiers in the online designer or data dictionary are excluded from the
export

o Free-form text: text entry fields with no validation (and particularly Notes-type fields)
may well have identifying information entered into them. You can opt to exclude such
fields from the export

e Date and datetime fields: can be excluded or date-shifted whereby all dates for each
record are shifted by a random but consistent number of days (for example, record 1
dates all +23 days, record 2 dates all +201 days, etc.)

For users whose export permissions are set to De-identified only (see User Rights) these
options (with the exception of record identifier hashing) are always applied.

Downloading

After the export is run and you have confirmed the citation reminder you are presented with
buttons for downloading the files in the format you chose. For example, here a raw data file and
Stata syntax (.do) file:

Notes on CSYV files:

e Note the reminder to cite your use of REDCap in any published material. See
Citing REDCap for example text.

e The data in the Excel CSV Raw and stats package DATA CSYV files are identical —
raw, unlabeled data in CSV format — but the stats package DATA CSV files do not
contain header rows (field information is included in the syntax files).

e The Pathway Mapper files for SPSS and SAS are Windows batch files. When you
have downloaded the associated syntax and data files, you can run (double-click) the
pathway mapper. It will update the syntax file’s file handle/in file statement so that it
includes the full file path to the location where the files are saved.

Using the Pathway Mapper is optional (and not possible if you use Mac or Linux). You can
perform the same task by manually setting the path in the syntax file, or by setting the current
working directory to the appropriate location.



https://projectredcap.org/resources/citations/?_gl=1*bxqq1w*_ga*OTUwNDYzNTI1LjE3MDA1ODMxOTU.*_ga_5YYEWY0QFX*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC4wLjAuMA..*_ga_WSHLZ5232G*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC42MC4wLjA.&_ga=2.267745097.633702823.1700583195-950463525.1700583195
https://projectredcap.org/resources/citations/?_gl=1*bxqq1w*_ga*OTUwNDYzNTI1LjE3MDA1ODMxOTU.*_ga_5YYEWY0QFX*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC4wLjAuMA..*_ga_WSHLZ5232G*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC42MC4wLjA.&_ga=2.267745097.633702823.1700583195-950463525.1700583195
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e Send file? loads the export files into REDCap’s Send-It application, enabling you to
send the files securely to anyone. The maximum file size is 125 MB.

e All exports are saved to the database and can be downloaded again using the File
Repository

PDF & Other Export Options
The PDF & Other Export Options tab gives you options for downloading:

e A ZIP file containing all files uploaded to all of your project records
e A single PDF containing all data for all forms for all of your project records. Further
information is available in the text on the page.

Data Import into Terra

Now that the data has been exported you should proceed with importing the data into the Terra
tables. The below links will help guide you through the process of formatting and importing the
data appropriately for the Terra system.

e T101 - Data Tables Quickstart Guide — Terra Support
° I n [ h le with linked fil hs — Terr.

Data Export into Terra Using “AnVIL Exporter” REDCap
External Module

A new external module “AnVIL Exporter” has recently been deployed to REDCap. This module
allows users of REDCap to submit clinical or survey data collected on REDCap into Terra
through an easy, push-button export. A video on the full process can be found here. The
README file for the AnVIL Exporter External Module can be found here.

Module Activation


https://support.terra.bio/hc/en-us/articles/9611829120539-T101-Data-Tables-Quickstart-Guide
https://support.terra.bio/hc/en-us/articles/4419428208411-Upload-data-and-populate-the-table-with-linked-file-paths
https://drive.google.com/file/d/1CiQRMo7BX3yHa8c82hdVoXP4-AbP_yMY/view?usp=sharing
https://redcaptest.vumc.org/external_modules/?prefix=anvil_exporter&page=README.md
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EDCap

ogped n as chesnely | Log out
My Projects or 8 Control Center

W AEDCap Messenger
B Concact REDCap administralor
& Wiew preject as user: |- selem a user -
+
Froject Home and Design =

% Project Home 75 Project Setup
[ Designer - @il Dicorary - B Codebook
W ol i Devalapmest

Data Eollection =}

B Record Slatus Dashboard
VIEW B0 CORECTION SLITLS Of 3 FRCDeES
B Add / Edit Records
CrEdlE Pabwm (BOOTH 30 il vaise ExdSliy i

Slerw 2dCa ColElIan Nt
Applcations =
[ Project Dashboarss

B Alerts & Motfications

@ Muli-Language Mansgement

B Calendsr

§+ Data Exports, Reparts, and 5tats

i Data Impart Toal

# Data Comparsen Tool

B Logging anc [ Emadl Lagging

Wy Field Comment Log

B File Repaositony

& User Rights anc 5P DAGS

i Customize & Manage Locking/E-signatures
B Dats Quality

E AP ard 3 AP Payground

[ RECCap Mabile App

Eeparts Geerch Wrpange #Lan -
1 repart 1

Fwiernal Modules WMnage Fiewlop -
Halp & Infarmatiss =1
@ Help & FaQ)

B WVideo Tutorials
0 Learn Advanced Desen Features

Available Modules

AnVIL - Basic Demography 1 2

© External Modules - Project Module Manager

External hoduies are mdnediesl pacosges of software that can be downloaded and ins!
REDCag's curment fuminonalmy, and can alsa prosice customizations and enhancemarn
Tha SyEReen v o o vl

Az 2 REDC ap acimenesiracor, you miay enable any module that has been installed in REC
might b reguired 1o be 580 i wiich admint Srators or uEers in this project with Prajec
configuration of sy modube 51 sry Bme §Mer the module has first been enabled by an
alble to enabie or deable modules.

DEbCL A Fasa be smare T Erlerra) Woduir sre sl parl of e BEDCap seflware bul ralead
rftwgre Seesiopers o other BEDCap remamions. Be pwmane that the entire rek o ba the qualicy and pi
Bk By i el i’ ol DN SAFWPREIED. I piu EapiribhiE ity Euks Wil & MbSule, wiur B

mport Module Settings

tags prosecs oy excernal macuies: (LRI

PETnCuiar re

Currently Enabled Modules

RED-Cap Instance indscator - w101 Enabbed for 88 Fropee
Gt it Mot et Tt FaRCE Eyet. Swch &S Dvehapvhent of Saghviy.

W v Do rarisoe

In order to use AnVIL Exporter, users
must enable the module. To do this,
first click "Manage” next to "External
Modules” on the left hand side of a
REDCap project page (1). Then, click
the green “Enable a module” button
(2). This will lead to a new popup
window.

In the popup window,
search for “anvil” in the
search bar (3). Click
‘Enable” (4) for the
module “anvil_exporter” to
enable the module.

Once the external module is activated, a link “Import to Terra (redirect)” will appear under
“External Modules” on the left hand column of the REDCap project.
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Module Configuration

External modules have a “configure” button on the External Modules REDCap page. The AnVIL
Exporter module configuration options allow for de-identification, export of a specific report, and
export of specific forms.

Configure Module: anvil_exporter x
Project: AnVIL Export - Basic Demography
Settings Values
Hide this module from non-admins in the list of enabled modules on this project: a
De-identification options
Remove All Identifier Fields: [m]
Hash the Record ID field: O
Remove all date and datetime fields: [m]
Shift dates: O
Filter?:
Report: v
1. Forms: hd +
Cancel| Save

- |
The de-identification options are identical to the de-identification options available when
performing a base REDCap data export.

These options include:
e Remove all identifier fields as tagged in the data dictionary
e Hash the record ID field (converts record name to an unrecognizable value)
e Remove all date and datetime fields
e Shift all dates by a value between 0 and 364 days

Users also have the option to limit the export to a report or specific forms in the project.
Selecting a report will override any forms selected. Leaving the report option blank will enable

form filtering.

Click “Save” to save the configuration options.

Initiating Export to Terra from REDCap

;;:;::;IHEL=!W=“=!WW Once the AnVIL Export module is activated and configured, users
B Diata Exports, REparts. and SIS can initiate the export by selecting “Import to Terra (redirect)” in
: *'h::’:“:‘ - the External Modules section on the left hand side of the REDCap
& User Rights prOjeCt.
Reparts. Ofsgrch  W-Organce o foe (—

e This will open a new window redirecting the user to their Terra
Priomsiidsis By Lo instance, where they can sign in to their Terra account.

o imipart to Terra [redirect)

TPF T i ST,
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Simultaneously, when “Import to Terra (redirect)” is clicked, a PFB file will be generated and
stored in the project’s file repository. This file will be deleted after it has been imported into
Terra.

Once users log in to their Terra account, they can select the workspace to which the data will be
imported to.

Select an existing workspace

Users will select “Import” to prompt the import.

Product in Terra

Based on the previously selected module configuration options, a table will be created in Terra
for each form, along with an additional table containing the REDCap project’s codebook.
Each record and instance will result in a row in the corresponding table.

Programmatic Export Using REDCap API

In the previous section we discussed ways to manually export data from REDCap into Terra.
The following section gives users an overview of REDCap’s API feature and ways to implement
it for data transfer. Some of the specifics covered included user right requirements, API token
creation, and how to use said API token. Along with the general API principles we included a
great hand-on practice scenario for those wanting to explore the API in real practice.

What is the API?

API stands for Application Programming Interface and, in this instance, it allows an external
application to connect to REDCap remotely. For details on the capabilities of the REDCap API
and how to use it, please see the REDCap API documentation.

Please note that while you do not have to be proficient in programming languages to
utilize the API, a working knowledge of R or other similar language will be helpful in
some instances.

REDCap API User Rights

The first step in this process is to ensure you have the necessary user rights for using the API
feature built into base REDCap to export and import data. To access the user rights you must


https://redcap.vanderbilt.edu/api/help/
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first have the necessary permissions, usually granted to you by the owner of the project or the
person who is in charge of the study.

If you do not have access to the user rights section please contact study team personnel at your
local site. Unless the project is owned by Vanderbilt no one on the Vanderbilt AnVIL team nor
any REDCap administrators will have access to the project to make any changes for you.

If you do not see APl import/export rights as an option on the user rights page, please
contact your local REDCap administrator.

Please note that not everyone in your project will need an API token/user rights. Once an
API token is generated they will have full user rights for this feature and any data
breaches are not the responsibility of the AnVIL team.

1) There are two ways to access the User Rights for the project:
a) The first way is to go to the “Project Setup” page which is located on the left hand
side of the screen under the Project Home and Design section.
Praject Home and Design =]

# Project Home { 7= Project Setup
# Designer - @8 Dictionary - B Codebook

B Froject status: Production

= User Rights and Permissions

You may grant other users access to this project or edit the user privileges of current users on this project by

Optiona navigating to the User Rights page. Additionally, if you wish to limit user access to certain records/responses for
this project, you may want to use Data Access Groups, in which only users within a given Data Access Group can
™ done! access records created by users within that group.
0 1R | User Rights | pr | Data Access Groups

b) The second way is to go to the Applications section on the left hand side of the
screen and click on “User Rights.”
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Applications

Project Dashboards
A plerts & Motifications
& Multi-Language Management
B Calendar
E: Data Exports, Reports, and Stats
B Data Import Tool
# Data Comparison Tool
B Logging and 28 Email Logging
8, Field Comment Log

: T
= User Rights §nd 2s DAGs
Customize & Manage Locking/E-signaturas
Data Quality
L= APl and L API Playground
[T] REDCap Mobile App

2) This will take you to the user rights section. From here you can either add a user to the

project or you can alter the user rights of someone who already has access to the
project.

Please note that anyone who has API import/export rights has the potential to
import/export data to and out of the project. This could include PHI (protected health
information) if they have access to this within the project. If you do not want someone
accidentally exporting PHI then you will need to ensure their user rights prohibit them

from exporting a full data set. Please follow your institution’s best practices when
dealing with sensitive information.

3) Adding API rights to a new user:

a) This step will vary per institution. Adding a new user will depend on how REDCap
access is managed. It is usually done through either a username or an email
address. Once you have found the correct person click on “Add with custom
rights” or “Assign to role” if your project is controlling access through roles.

Please note that if you change the user rights of a role EVERYONE in that
role has the potential to generate an API token.
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# Project Home 7= Project Setup | & User Rights % Data Access Groups
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This page may be used fior Eranting users access 1o this project and for ma naging the user privileges of those users. You may also create
reles to which you may assign users (optional). User roles are wseful when you will have several users with the same privileges because they
allow you to easily add many users to a role in a much faster manner than setting their user privileges individually. Roles are also a nice way
to categorize users within a project. In the box below you may add/assign users or oreate new roles, and the table at the bottom allows you
to make modifications to any existing user or role in the project. a5 well as view a glimpse of their user privileges,

(] Upload or download users, roles, and assignments ?

Add new users: Soethem custom user rights or assign them to a role.

lewis a_Bl + Add with custom rights

& Assignto role =

Create new roles: Add new user roles to which users may be assigned.

+ Create role

b) The API rights should be unchecked and you will also notice that the viewing and
export rights default to the full data set, this means that anything marked as an
identifier will be able to be viewed and potentially exported.

Basic Privileges Privileges for Viewing and Exporting Data
[ Expiration Date

Highest level privieges

#Z Project Design and Setup 0 Data Viewing Rights Data Export Righ
- e i - No Read  View Edit No De. Reman Fui
& User Rights ® No Access Access  Only  &Edik  survey Access Identfieds A Dota
Read Only [Hidden) respanses dentiflir  Set
Fields
Full Access =
Birth Recard . O
282 Data Access Groups O = = —
Parent Cansent  {surve ) L] O
Ortner privileges: Demographics O] I
£2 Survey Distribution Toals ContactInfo [surve ) - [
A& Alerts & Notifications O Demos - [ -
8 Calendar
Q Add/Edit/Organize Reports
Assign user to a Data Access Group
Ml Stats & Charts
2a AsSIgN TO DAG: | [No Assignment] v
& Data Import Tool O
# Data Comparison Tool O
B Logging 0 New User Notification
& File Repository /] (2] Notify user of their project access via email?
8 Data Quality O Create & edit rules
4 2 e e

L APl Export

L| APl Import/Update

Settings perusining 1o the REDCap Mobile App:

[J REDCap Mobile App O
What is the REDCac Mobile deo?

c) Change the user rights of the individual as needed. Please note that the person
may not need API import rights and the form viewing and export rights will vary
per project. If you have any questions about which rights should be granted
please reach out to study personnel.



Basic Privileges

& Expiration Date

Highesz leved priv

eges

= Project Design and Setup

: User Rights @ Mo Access
Read Only
Full Access

42k Data Access Groups

Other privilages:

£J survey Distribution Tools

A Alerts & Notifications

B Calendar

Q, Add/Edit/Organize Reports

ol Stats & Charts

4 Data import Tool

# Data Comparizon Tool

B Logging

@ File Repository

8 Data Quality

Create & edit rules

B a1 Export
B 4P| import/Update

Privileges for Viewing and Exporting Data

[ REDCap Mobile App
vihat i the EEDCap Mobly dgg?

d) Select “Add user” to add this person to the project.

Data Viewing Rights Data Export Righy—
No Read View  [Eoit 4 De- Reme
Access  Only  &Edit  survey Arcess  Identified* A Daza
{Hxiden) TESPINSES dencifllr  Set
Fielgs
Birth Frecord ® ®
Pare L -
Demogr ® ®
Cons L} L
Demos (s L L
HAssign user to a Data Access Group
s Assign To DAG:  [MNp Assignment] w
New User Notification
Notify user of their project access via emall?
PR
Add user Cancel
S

4) Changing the user rights for an existing user:

a) On the user rights page you will see a list of everyone who had access to the
project as well as their role name if you are using this feature of REDCap. Please
note that changing the user rights for a role name will allow anyone
assigned to that role to potentially generate an API token.

Fobe name

UISSrmama or wiers aiiigrad 12 & role

Expiratian Projec

Data Actess Graup User
.:5 Righas
Setup
= x

Dt Reporns &

Dace Viewirg  Data Export Aleros & Sas i

Access 3 - - 5 Report

Geaipa Rights Rights Hotifications Builder Charts
= Wiew & Esir Mo Access S w "

b) Click on the blue hyperlink for the individual and then select “Edit user privileges.”
If a REDCap user already has an API token then you will see a gold coin like the
one in the above image.

Username or users assigned to a role

CIICK usermaime o €ait Or ass

lewisa_3 (Adam Lewiz]l<

Expiration

lewisa7 (Adam Lewis) &

User actions:

& Edit user privileges

a» Assign to role <

Sairvey
Disaributior Ca
Tools

W
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c) If the person does not have the API user rights then the checkboxes will be
empty. You can check one, both, or neither depending on your project and what
the individual user or role name needs to do to support the study.

21 API

What is the REDCap API?

[J API Export

[J API Import/Update

d) Once you make your selections then a blue checkmark will appear. This can be
altered at any time by either the individual or the study team personnel if they

have user rights privilege. An individual can have API access but not have
access to the user rights page.

£1 APl &4 APl Export
What is the REDCap API?

&4 API Import/Update

e) Now that they have export/import rights an API token can be generated.

Generate an API Token

Each user will need to generate their own API token. Not every user will need one, if there are
any questions about who should have this user right please contact local study personnel.
1) On the left hand side of the screen select “API” from the Applications section.

Applications =]

Project Dashboards

A Alerts & Notifications

& Multi-Language Management
£ Calendar

B: Data Exports, Reports, and Stats
8 Data Import Tool

# Data Comparison Tool

B Logging and && Email Logging
®, Field Comment Log

& File Repository

& User Rights and 48 DAGs

@ Customize & Manage Locking/E-signatures

M_Data Quality
nd L2 API Playground
REDCap Mobile App

2) Select “Generate API token,” this is a necessary step because you cannot utilize any of
the features without a valid API token.
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AP

The REDCap APl is an interface that allows external applications to connect to REDCap remotely, and is used for programmatically retrieving
or modifying data or settings within REDCap. such as performing automated data imports/exports from a specified REDCap project. For
details on the capabilities of the REDCap APl and how to use it, please see the REDCap APl documentation.

API| Security: Best Practices
It Is important to remember that when making requests to the REDCap API, you should always validate the REDCap server's S50 certificate to ensure the highest level of security
during communication with the API. For details on what this means and how to do it, see the 'API Security: Best Practices' section In the RERCap AP| documentation.

™ My Token [ Manage All Project Tokens

0Obtain API token for "simple test (no mycap)”

Use the button below to generate an API token for this project. You will need a different token for each project you would like to access.

Generate AP token

3) You can now see the details of your API token. If you ever need to delete or regenerate
your token you can also do that from this page. How long an API token is valid for will
vary per institution.

My Token i Manage All Project Tokens

Your AP1 token for project "(Adam's)SAVE-02 Trauma (APl Sync test)”

The AP token below is ONLY for you and will work OMLY with this project. This token allows special access to REDCap data and should
NOT be shared with others. If you think your token has been compromised, then please contact your REDCap administrator
i i it s | Ta? (TTa 1 a b i ﬂ-n Bgttey -n'nl-

Delete token | Finished using the AP for this project? If so, please delete your token for security reasons,

Regenerate token | Think someone else knows your token? If so, please regenerate your token for security reasons.

he following user(s) have API tokens for this project: lewisaz

Manage API Tokens

This feature is available only to REDCap administrators and can be a way to add an extra layer
of security for the API feature. It is important that if a user leaves the institution or if an API
token is no longer needed that the user rights are revoked.

API Playground

The API playground is where you are going to customize the API request to export data from
REDCap and import into another platform.
1) On the left hand side of the screen select “API Playground” from the Applications
section.
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Applications =]

XX

8l Project Dashboards

A Alerts & Notifications

&4 Multi-Language Management

B Calendar

B Data Exports, Reports, and Stats

8 Data Import Tool

# Data Comparison Tool

B Logging and &8 Email Logeing

%, Field Comment Log

& File Repository

& User Rights and 488 DAGs

@ Customize & Manage Locking/E-signatures
Data Qugalj

2) The first step is to choose the API method or what you are going to be exporting from
REDCap to the online platform. In this example, the APl method we have selected is
‘delete records’.

1 API Playground
The API Playground is an interface that allows experimentation with the REDCap API without actually writing any code. You can
explore all the different APl methods and their various options to customize a given AP| request, You may even execute & real API

request and see the exact response that REDCap returns from the request. If you are interested In creating an AP script, the sectic

at the bottom will provide code samples for various programming languages to give you a head start. For details on the capabilitie
of the RED<Cap API and how to use it, please see the REDCap API documentation.

Select an APl method from the drop-down list below, after which it will load any other options that are specific to that

method.
APl Method: | Delete Records v
EoR et Import a File into the File Repository o
Delete a File from the File Repository
Instruments

Export Instruments {Data Entry Forms)
Export PDF file of Instruments

Export Instrument-Event Mappings
Import Instrument-Event Mappings
Arms: | Logging

Export Logging

Records:

Instrument: -
Metadata .~
Event:|  Export Metadata (Data Dictionary)
Errors: Impaort Metadata {Data Dictionary)

Projects
Import Project Info
Export Project Info
+ RawRe| ExportProject XML
Records
Displayed in th Export Records

in the APl reguest baszed on the selections above.
token:

action: de
content: record
records: 5
returnFormat: json

3) Select your format for exporting the data.

Select an APl method from the drop-down list below, after which it will load any other options that are specific to that
method.

APl Method: | Delete Records

Format: | [SON v

Records:

-
Arms: - w7

Instrument: | - -
Event: — hd

Errors: | JSON v
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4) Select the format to receive any error messages.
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Select an APl method from the drop-down list below, after which it will load any other options that are specific to that
method.

API Methed: | Delete Records hd
Format: | JSON

2

3
Records: | 4
5
6
Arms: - bl
Instrumentz | - ~
Event: i

Errors:

5) What you selected in the above three steps will be reflected in the raw request
parameters.

T Raw Request Parameters

r-:.-iszla;.uf-:-d in the box below are all the POST parameters that would be sent in the AP request bazed on the sslections above.

oken: (N

action: delete
content: record
records: 5
returnFormat: json

.

6) The API response is the data that will be returned from a server when the request is
sent. This is the step where knowing some programming language may become useful
to exclude any identifiers or other fields that may not need to be exported. Excluding
identifiers is another layer of security, however it is not a necessary step as long as the
user rights prohibit exporting of identifiers.

| Response

Ifc ick the Execute Request button to execute a real APl request. and it will display the API response in a text box below. "\

T Execute Request

PHP Perl # python ¥ Rub & Java R R it cURL
¥ ¥ I

<?php
$data = array(
‘token” => ([ .
‘action® =» “delete”,
'content' =» "record’,
‘records’ =» array({'5'),
'returnFormat’ => "json”
¥
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, ‘https://redcap.vanderbilt.edufapi/’);
curl setopt(fch, CURLOPT RETURNTRANSFER, truel; b
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Uploading Data into Terra

The below links detail how to upload data into Terra.
e T101 - Data Tabl ick ide — Terr:
e Upload data and populate the table with linked file paths — Terra Support

Hands-On Practice: Setup

For the next part of this module, we'd like you to work with a real REDCap database that you
create or in which you have User Rights (a very high level of privilege that you may not have on
projects you didn't create).

Applications =
E3 Project Dashboards

A Alerts & Notifications

& Multi-Language Management
® Calendar

. Data Exports, Reports, and Stats
-8 Data Import Tool

# Data Comparison Tool

H Logging and &6 Email Logging
% Field Comment Log

% File Repository

« User Rights s

Data Quality

(7 REDCap Mobile App

© External Modules

If you have a REDCap project in mind, log in and open that project. On the left side, under
Applications, do you see User Rights? If so, congratulations, you can use this project to
experiment with the REDCap API. We will only be using the API to access project data, not

change or destroy it or add new data, so what we're going to describe here is safe to perform on
a real dataset.

Warning!

Just because we're not going to break any of your data doesn't mean that it's okay from a
regulatory perspective to use the API to download data to your computer. Think about whether
the use of this data is governed by a protocol or data use agreement, and whether your
computer is an approved place to do analysis of the data.

If you can't or don't want to use your own existing REDCap project, you can clone a sample
project from us. We've taken data from the University of California, Irvine Machine Learning


https://support.terra.bio/hc/en-us/articles/9611829120539-T101-Data-Tables-Quickstart-Guide
https://support.terra.bio/hc/en-us/articles/4419428208411-Upload-data-and-populate-the-table-with-linked-file-paths
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Repository, specifically, their dataset on cervical cancer risk factors, and made that data into a
REDCap project. Here are the steps to take our REDCap project and make it yours!

1. Download our REDCap xml file, saving it to a place you'll be able to find it (like your
Downloads folder). We suggest doing a right click on the link and choosing Save Link
As, or Download Linked File As.

2. Log in to your REDCap server and choose New Project.

3. Fill out the Project title, Project purpose, Assign project to Folder, and Project notes
fields as you like. We called our project "API Testing" but that's only a suggestion.

4. Choose Upload a REDCap project XML file as the Project Creation option.

5. Click Choose File, and in the file picker, navigate to where you saved our XML file.

An image below shows what you might see after steps 1-5, although your institution may have
different colors, layouts, etc. on their page.

+ New Project @ Help & FAQ HiTraining Videos &Send-it W Messenger

+ Create a new REDCap Project

You may begin the creation of a new REDCap project on your own by completing the form below and clicking the Create Project button
at the bottom.

Project title: API Testing

Project’s purpose: Practice / Just for fun v
How will it be used?

Assign project to a Project Folder? [

Project notes (optional): Just getting to know the AP|
Description of the project’s use or purpose
(displayed on the My Projects page)

Project creation option: O Empty project (blank slate)
@® Upload a REDCap project XML file (CDISC ODM format) [2]

[® Select XML file: | Choose File PublicCervic....REDCap.xml

O Use a template (choose one below)

6. At the bottom of the page, click Create Project. It may take a few minutes to digest that
giant XML file!

Congratulations, now you have a project that you created, which means you have User Rights
capabilities. That will come in handy in our next step!

Enabling the API

In REDCap, the project owner (or people with user rights) have to explicitly give permission to
use the REDCap API to project users who need that capability. In fact, when you create a new


https://archive.ics.uci.edu/ml/datasets/Cervical+cancer+%28Risk+Factors%29
https://raw.githubusercontent.com/arcus/education_modules/main/using_redcap_api/media/cervical_cancer_factors.REDCap.xml
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REDCap project, REDCap does not provide you with these permissions by default, even though
you're the project owner! Take a look at your REDCap project and look on the left hand side of
the screen to look at the menu of options. Chances are, you won't see anything that says "API."
If that's the case, don't worry. We're going to walk you through how to give yourself API access.

Open your REDCap database (one that belongs to you or in which you have the ability to

change user rights). On the left side of the screen, choose User Rights from the list of
applications.

Applications

E3 Project Dashboards

A Alerts & Notifications

& Multi-Language Management
& Calendar

E- Data Exports, Reports, and Stats
B Data Import Tool

# Data Comparison Tool

B Logging and & Email Logging
% Field Comment Log

% File Repository

& User Rights af IGs

@ Data Quality

(72 REDCap Mobile App

@ External Modules

The User Rights panel will open in the main part of your screen. Click on your user id (or your
role) and choose Edit User Privileges. Give yourself APl Export access, as shown in the image
below. For now, we'll leave API Import/Update turned off, so that you feel secure knowing you
can't accidentally upload anything that could mess up your data.
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L7 Editing existing user

A AUUIEUIV W ESIIEE ATV W
Also allows user to view ALL
repocts (but not necessanily 3
data in the reports)

7
X
o
S
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Ml Stats & Charts

Other privileges:

& Calendar

B Data Import Tool

# Data Comparison Tool

H Logging

& File Repository

@ Data Quality T Create & edit rules
Yhat &5 Dota Quaity? Execute rules

& APl & 91 Export
Yitat & the REDCa0 APT2 ) AP1 Import/Update

Settings pertaining to the REDCap Mobile App:
O REDCap Mobile App B Aows user to

collect &

off
Yihat is the REDCaO Mobde Ap0? n the mobile

Allow user to download data
for all records to the app?

Settings pertaining to project records:  Expain these sattings

Create Records
= Rename Records O
B Nalara Darnardc m

The next step depends on your version of REDCap. Do you see a box on the right side of
your User Rights panel labeled Privileges for Viewing and Exporting Data? If you do, give
yourself some Data Export Rights. We recommend Full Data Set, but you can choose a less
privileged level of access if you're working with identified data and want to be extra careful. Note
that our sample project on cervical cancer risk factors is already deidentified.

This is what we're talking about:

Privileges for Viewing and Exporting Data

Data Viewing Rights
No Read View
Access Only  &Edit
(Hidden)
Form 1 (o]

No
Access

Data Export Rights

De-
Identified*

Remove
All
Identifier
Fields

Data Viewing Rights pertain to a user's ability to view or edit data on pages in the project (e.g., data entry forms, reports). Users with
'No Access' Data Viewing Rights for a given instrument will not be able to view that instrument for any record, nor will they be able to
view fields from that instrument on a report. Data Export Rights pertain to a user's ability to export data from the project, whether
through the Data Exports page, API, Mobile App, or in PDFs of instruments containing record data. Note: Data Viewing Rights and
Data Export Rights are completely separate and do not impact one another.

Full
Data
Set

o

Once you're all done giving yourself APl export rights and (if applicable) data export rights, click

Save Changes.
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Refresh your browser (reload the page) so that your new permissions are included in what you
get shown in your project. Now, on the left hand side of the project, you should see something
new under Applications — APl and API Playground.

# Data Comparison Tool

B Logging and &b Email Logging
®, Field Comment Log

%% File Repository

& User Righ &% DAGs

@ DataQu

£ API and & API Playground

(Z2 REDCap Mobile App

@ External Modules

API Token

So now you have the right to use the API, but you can't start using it just yet. You have to
generate an API token. Click on the API application in the left side menu and in the main part of
your screen, click on the button to Generate APl Token. Depending on your institution's rules,
you might automatically be granted a token immediately, or it might be generated manually by
an administrator a few minutes or hours later.

Obtain API token for "API Testing"

Use the button below to generate an API token for this project. You will need a different token for each project
you would like to access.

|. Generate API token

The API token is unique to the combination of user and project. It's a code that allows access
only to the data in a single project and only the data that the person who generated the API
token is allowed to see. If you have three different projects, your token is different for each one.
Importantly, if you feel like you may have accidentally given your API token away, it's a good
idea to regenerate it, which is a single-click operation. It makes your old token invalid and
creates a new token.

Soon, your API token will show up in that same API Application. It will look something like this
(note, I've obscured my token — sharing this in a post like this one would be a terrible idea!).
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Your API token for project "API Testing"

The API token below is ONLY for you and will work ONLY with this project. This token allows special access to
REDCap data and should NOT be shared with others. If you think your token has been compromised, then
please contact your REDCap administrator immediately AND either delete or regenerate your token by using the
buttons below.

API Token:

Delete token | Finished using the API for this project? If so, please delete your token for security reasons.

Regenerate token | Think someone else knows your token? If so, please regenerate your token for security

reasons.

You'll use this token when you request data in your R or Python script.

Hands on Practice: API Playground

So, you have some data in a REDCap database, and you have an API key that gives you
access to that data. How do you use this key, though? Learning how to use an API can be tricky,
because it requires you to pass not only the key, but your actual request like "give me only the
field called species" or "give me only the form called inclusion_criteria." Luckily, REDCap
provides you an API Playground that gives you not only a view into what the API can do, but
provides a good start to giving you the actual code. Let's take a deeper look.

The API Playground has several parts:

The APl Method selector menus
Raw Request Parameters
Response

Code Examples

Let's look at how each part of the API Playground helps you learn the API.

APl Method

In your REDCap project, head over to the API Playground — click on that phrase in the
Applications pane on the left. Then, at the top of your screen, you'll see the menu-driven
selection box. The first selection you have to make is APl Method.
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For now, choose Export Records as the API method. This will allow you to download records
(rows of data). Make sure that:

e The "Format" (second option down) is "CSV" and
e The "Type" (third option down) is "flat."

You don't have to change any other fields. Leaving everything else alone means you'll download
all the records (rows) and all of the forms/instruments with all of their fields (columns) into a
single .csv file.

Troubleshooting help
Be careful not to choose .json as the format -- .csv, or comma separated values, is the file
format you want to download!

The Raw Request Parameters box below your selection will change to reflect whatever you
chose. Here's an example of what you might see, if you're using the cervical cancer data. If
you're using your own dataset, things will look different. Note that we've blurred out the API key
here -- that's not something we want to share!
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Select an API method from the drop-down list below, after which it will load any other options that are specific to that
method.

XX

APl Method: | Export Records V_‘

Format: | CSV v

Type: ﬂat_VJ
KL
2
Records: | 3
4
5

record_id
age

Fields: | n_sex_partners
first_intercourse
n_pregnancies

Forms: | form_1 "Form 1"

Events:

Raw Labels: raw v

Raw Headers: | raw V\

Checkbox Labels: | false V|

Survey Fields: | false |

Data Access Groups: | false ™

Filter Logic: |
Records Created or Modified in Timespan (begin) —|
(YYYY-MM-DD HH:MM:SS format):

Records Created or Modified in Timespan (end) |
(YYYY-MM-DD HH:MM:SS format):

Set CSV delimiter character: |, (comma) - default v

Errors: | CSV v

4+ Raw Request Parameters

Displayed in the box below are all the POST parameters that would be sent in the API request based on the selections above.

token:

content: record

action: export

format: csv

type: flat

csvDelimiter:

rawOrLabel: raw
rawOrLabelHeaders: raw
exportCheckboxLabel: false
exportSurveyFields: false
exportDataAccessGroups: false
returnFormat: csv

This Raw Request Parameters gives you a quick look at the information you're passing to
REDCap, to make sure you selected what you really wanted in the menu part above. Go on to
the next page to see how to submit this API request!
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Execute Request

Look further down the API Playground page, in the Response area, and click on the button that
says Execute Request. You might get a "waiting" spinner, and then a box will appear below the
button with the data that REDCap returned from your request.

You requested your data to be in a .csv, so you should get some data that's "comma separated"
— a bunch of fields that are separated by commas, with each new line of data being separated
by a line break.

Troubleshooting help

In the Response box, data is presented in plain text, not in a table, so it might look confusing or
overwhelming. If you want to, you can copy that plain text by clicking on the contents of the box
and then using your browser's "Select All" function, followed by "Copy." Then paste it into a text
editor like Visual Code Studio or Notepad, saving it with the .csv extension. That will allow you
to then open it in Excel to see if the .csv is what you intended. Below, here's the cervical cancer
data before, as comma separated values in plain text, and after, as text saved as a .csv and
opened in Excel:

| Response

Click the Execute Request button to execute a real APl request, and it will display the APl response in a text box below.
¥ Execute Request

record_id,age,n_sex partners,first_intercourse,n_pregnancies,smokes,n_smoke years,n_pack year, hormo
nal_contra,n_hormonal_contra_years,iud,n_iud_years,stds,n_stds,stds_condylomatosis,stds_cervical_co
ndylomatosis,stds_vaginal condylomatosis,stds_wulvo_perineal condylomatosis,stds_syphilis,stds_pid,
stds_genital herpes,stds_molluscum_contagiosum,stds_aids,stds_hiv,stds_hep_b,stds_hpv,stds_n_dx,std
s_time_since_first_dx,stds_time_since_last_dx,dx_cancer,dx_cin,dx hpv,dx,hinselmann,schiller,citolo
gy,biopsy,form_1_complete
1,18,4,15,1,0,0,0,0,0,0,0,
2,15,1,14,1,0,0,0,0,0,0,0,
3,34,1,2,1,0,0,0,0,0,0,0,0
4,52,5,16,4,1,37,37,1,3,0,

0

L

1

0
0
L
0
5,46,3,21,4,0,0,0,1,15,0,0,
0

,0
,0
0,
,0

r 0!

6,42,3,23,2,0,0,0,0,0,0,0,0,0

7 E1 2 17 £ 1 34 3 AN N 7N 2.2

B O~ o= =

HTTP Status: 200
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Below the Response box with the comma separated values data, you'll see an HTTP status.
You want that to be 200, which means no errors occurred.

The example reviewed is an example of trying out and learning about the API without having to
write code. You can experiment with various methods and learn easily without having to go
through the frustration of writing a lot of code to find out how to do things.

In some API methods, like Export Records, you'll have a number of drop down menus you can
choose from to tailor your request, including which "forms" and which "fields" you want to
retrieve. You can make multiple choices in menus like these by holding down control while
clicking (Windows) or command while clicking (Mac). Helpfully, however, if you want every item
listed (say, you want every form and every field), you don't click any selection at all, and
REDCap assumes you mean everything that appears in the drop-down list.

Troubleshooting help

Do take a look and make sure your Response box contains comma separated values and
shows a good return code (200). If not, something has gone wrong -- either you don't have the
correct rights, which means you need to take another look at your rights in the User Rights
section of REDCap, or you've issued an API call that is incorrect in some way (for instance,
maybe you requested a .json format instead of .csv).

API Playground: Code

So, you've experimented in the APl Playground and you know the kind of API call you want to
make. Now, how do you automate this selection so that your R or Python code will issue exactly
the same request using code? REDCap's API playground comes to the rescue again, with code
shippets.
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In the tabs at the bottom of the API Playground, you'll see names of programming languages,
including Python and R. Below you can see what the Python code looks like for the API request
to retrieve all records from the cervical cancer database:

PHP W Perl @ Python <“» Ruby (& Java @ R i cURL

Displayed in the box below is the code you would use to execute this API request in the selected programming language.

#!/usx/bin/env python

import requests

data = {
"token': o
'content’': ‘'record’,
'action': 'export',
'format’': ‘'csv’,
'type': 'flat’,
'‘esvDelimiter': '",
'rawOrLabel': 'raw',
'rawOrLabelHeaders': 'raw',
'exportCheckboxLabel’': 'false',
'exportSurveyFields': 'false',
'exportDataAccessGroups’: 'false’',
'returnFormat’': ‘csv’

4

We'll show you how to use Python and R in two separate sections, so you can feel free to look
at either one, or both!

Python and the REDCap API

There is a useful Python library that makes importing REDCap data into Python simpler than the
code REDCap suggests. Nevertheless, we think it's important to show you how to use the code
REDCap provides, because it is reliable and reflects the current state of the REDCap API.

The Python library, PyCap, that streamlines this effort is great and seems very stable, and we
provide a link to it toward the end of this module, but Python libraries depend on volunteers who
keep them updated. Therefore, we think it's useful to know how to use the basic method we'll
share here, even if in the future you prefer a different approach.

Open a Jupyter notebook (running Python 3) and paste the code from the API Playground's
"Python" tab into your first cell and run that cell. It works! Kind of. Take a look below to see what
the result of our API call for the records of cervical cancer data looks like.
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# |Python3 O

In [1]:

#!/usr/bin/env python

import requests

data = {
"token':
'content': 'record',
‘action': 'export',
"format': ‘esv’,
‘type': 'flat’',
‘esvDelimiter': "',
‘rawOrLabel': ‘raw',
‘rawOrLabelHeaders':

‘exportCheckboxLabel’:

"exportSurveyFields':

‘exportDatafccessGroups':

‘returnFormat’:

"esv’

‘raw',
‘false’,

"false",

"false',

}

r = requests.post( (data=data)
print('HTTP Status: ' + str(r.status_code))

print(r.text)

HTTP Status: 200

record_id, age,n_sex_partners,first_intercourse,n_pregnancies, smokes,n_smoke_years,n_pack_year, hormonal_contra,n_hormo
nal_contra_years,iud,n_iud_years,stds,n_stds,stds_condylomatosis,stds_cervical condylomatosis,stds_vaginal_condylomat
osis,stds_vulvo_perineal_condylomatosis,stds_syphilis,stds_pid,stds_genital_herpes,stds_molluscum_contagiosum,stds_ai

ds,stds_hiv,stds_hep_b,stds_hpv,stds_n_dx,stds_time_since_first_dx,stds_time_since_last_dx,dx_cancer,dx_cin,dx_hpv,d

%,hinselmann,schiller,citology,biopsy, form 1_complete

1,18,4,15,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,7,7
2,15,1,14,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,7
3,34,1,?,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,
4,52,5,16,4,1,37,37,1,3,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,7
5,46,3,21,4,0,0,0,1,15,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,%,
6,42,3,23,2,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,
7,51,3,17,6,1,34,3.4,0,0,1,7,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2
8,26,1,26,3,0,0,0,1,2,1,7,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,%,?
G 4AE 1 A E A A A A A A A A A NMANAAAAAMNMAMAAAANMNAD D

What's the only problem with this? Well, it's not in a pandas data frame, which is what we'd
prefer to work with. We can fix that by adding a few lines of code! Add this to a second cell, and

run it.

import pandas as pd
from io import StringlO
df = pd.read_csv(StringlO(r.text))

df

Below, this is the result when we do that for our cervical cancer data database:
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In [2): import pandas as pd
from io import StringIO
df = pd.read_csv(StringIO(r.text))
df

Out[2]:

record_id age n_sex_p first_i n_p i } n_smoke_years n_pack_year hormonal_contra n_hormonal_contra_years .. std:
o 1 18 4 15 1 o 0 0 0 0 -
1 2 15 1 14 1 1] 0 ] 0 o .
2 3 3 1 ? 1 0 0 0 0 0 .
3 4 52 5 16 4 1 a7 a7 1 3 .
4 5 46 3 21 4 0 0 0 1 15 .
853 854 34 3 18 V] 1] 0 1] 0 o .
854 855 32 2 19 1 0 0 0 1 8 .
855 856 25 2 17 0 o 0 1] 1 0.08 ..
856 857 33 2 24 2 1] 0 0 1 0.08 .
857 858 29 2 20 1 0 0 0 1 0.5

858 rows x 38 columns

Now, your data is in a pandas data frame and you're ready to do all sorts of work with that data
(like cleaning question marks out of the data, getting summary statistics, finding correlations,
visualizing data, and modeling data). Importantly, you can re-run the cells in this notebook at
any time to get the latest version of the data from REDCap!

R and the REDCap API

REDCap assumes you're going to use an R script and not an R Markdown document, but we
advocate using R Markdown for just about everything you do in R, so we're going to teach that
approach.

There are useful R packages that make importing REDCap data into R simpler than the code
REDCap suggests. Nevertheless, we think it's important to show you how to use the code
REDCap provides, because it is reliable and reflects the current state of the REDCap API.

The R packages that streamline this effort (we like REDCapR and redcapAPI) are great and
seem very stable, and we provide links to them toward the end of this module, but R packages
depend on volunteers who keep them updated. Therefore, we think it's useful to know how to
use the basic method we'll share here, even if in the future you prefer a different approach.

First, open RStudio and create a new R Markdown (File > New File > R Markdown). Give your R
Markdown the title and author information you want, leave the default output choice (HTML),
and click on OK.
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New R Markdown

Document ‘ Title: Cervical Cancer Data
CJ Presentation Author: | Ima Coder
R’ Shiny Default Output Format:

From Template ® HTML

Recommended format for authoring (you can switch to
PDF or Word output anytime).

O PDF

PDF output requires TeX (MiKTeX on Windows, MacTeX
2013+ on OS X, TeX Live 2013+ on Linux).

) Word

Previewing Word documents requires an installation of
MS Word (or Libre/Open Office on Linux).

Create Empty Document OK Cancel

Remove all the "boilerplate" text after the setup chunk (so, delete all the lines after line 10) and
add a new empty chunk:

1- p——

2 title: "Cervical Cancer Data”

3 author: "Ima Coder"

4 date: "4/7/2022"

5 output: html_document

(0 -

7

8~ """ {r setup, include=FALSE} 3
9 knitr::opts_chunk$set(echo = TRUE)

19~ "

11

12~ " {r} z )
13 |

14 -

15
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Then:

e Copy the R code from the API Playground and paste it into the empty chunk
e Remove the first line (the one that starts #!/usr/bin).
e Run that chunk!

After running that chunk, you should have some new objects in your Environment. Of particular
interest is the object called result. See below what we see when we run the chunk of code to get
records from the cervical cancer database:

) Untitled2 * = i Histary € i Git  Tutorial -
KnitonSave | L @ Ko - - a- +Run = “E - # [ #impon Dataser - | 152 M8 - & List -
1- --- R - () Global Environment =
2 title: “Cervicol Concer Dato”
3 outhor: “Ima Coder” pare
4 dote: “4/7/2022" O formbata List of 22
5 output: html_document O respanse List of 18
G === ) result 858 obs. of 38 variables
7
Val
g ""{r setup, include-FALSE} v L
9 knitr::opts_chunkiset(echo - TRUE) token
9~ """ url
11
12 " {r} =
13  token <- " "
14 wrl < 7
15 formData <- list{"token"-token,
16 content="record”,
17 action-'export’,
18 format="csv",
19 type="flat",
20 csvDelimiter="",
21 rawOrLobel-"ran",
22 rawOrLobelHeaders-"ran",
23 exportCheckboxlabel-" false’,
24 exportSurveyFields='false’,
25 exportDatahccessbroups-false',
26 returnFormat-"csv'
27

28 response <- httr::POST(url, body = formData, encode = “form™)
29 result <- httr::content{response)
30 print{result)

Click on "result" in the environment pane to open a file viewer.
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@) Untitled2* result =]
Filter
“ record_id age n_sex_partners first_intercourse n_pregnancies smokes n_smoke_years n_pack_yea
11 1 18 4 15 1 0 Y] 0
2 2 15 1 14 1 0 0 0
3 3 34 1 ? 1 0 0 0
4 4 52 5 16 4 1 37 37
5 5 46 3 21 4 0 0
6 6 42 3 23 2 0 0
7 7 51 3 17 6 1 34 3.4
8 8 26 1 26 3 0 Y] 0
9 9 45 1 20 5 0 0 0
10 10 44 3 15 ? 1 1.266972909 2.8
1l 11 44 3 26 4 0 0 0
12 12 27 1 17 3 0 0 0
1] 13 45 4 14 6 0 v] 0
14 14 44 2 25 2 0 0 0
115 15 43 2 18 5 0 V] 0
16 16 40 3 18 2 0 0 0
17 17 41 4 21 3 0 Y] Y]
18 18 43 3 15 8 0 0 0
19 19 42 2 20 ? 0 0 0

Now, your data is in a data frame and you're ready to do all sorts of work with that data (like
cleaning question marks out of the data, getting summary statistics, finding correlations,
visualizing data, and modeling data). Importantly, you can re-run the chunks in this R Markdown
at any time to get the latest version of the data from REDCap!

Don't accidentally share your API token!
Your API token is a secret. If someone else finds your API token, they can get unauthorized
access to your REDCap project.

Behind the scenes
There is so much code online, what are the chances of someone malicious just happening to
find your API token?

Unfortunately, it's more likely than you may think. Stealing API tokens can be lucrative; there's
money in both illicitly accessing valuable private data and also misusing servers for things like
cryptocurrency mining. People write scripts to automatically scan posted code for patterns that
look like API tokens and other sensitive information, so they can efficiently process millions of
lines of code posted all over the web. In fact, companies like GitHub offer automatic scanning as
a service, letting customers know if it looks like they've accidentally pushed a secret to their



https://github.blog/2022-04-04-push-protection-github-advanced-security/
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repository. If the GitHub engineers can make software to catch API tokens being posted to
repositories, people with bad intentions can, too.

By far the best approach is to make sure your API token is never included in any code that
could get pushed to an online repository.

Warning!

If you use a system like git to version control your code (which we recommend you do!), then
your token is compromised if it has ever been committed in a repository that is now public, even
if it has since been overwritten.

Troubleshooting help
What should you do if you think your API token has been compromised?

No matter how brief the exposure was, if your API token was online, you need to discard it and
generate a new one. See the section above on generating API tokens for instructions on how to
get a new one.

If your REDCap project contains protected information, such as protected health information
(PHI), you may need to file a breach report. Consult with legal and ethics support at your
institution if you're not sure how the law applies to you.

The example code from the REDCap API playground saves your API token in the first line of the
script. Although this is okay if that script is saved in a secure way on your computer and will
never be shared or published, it's very dangerous if you might end up sharing your code at
some point.


https://liascript.github.io/course/?https://raw.githubusercontent.com/arcus/education_modules/main/using_redcap_api/using_redcap_api.md#10
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