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Introduction 
The goal of this user guide is to provide users within the AnVIL platform the tools to be able to 
export data from their REDCap project onto other online platforms to increase interoperability.  

Base REDCap vs External Modules 
One of the common misconceptions is that the API tool is either part of base REDCap or it is an 
external module. It is important to remember that the API is neither. While the ability to generate 
a token is controlled through the user rights, the API import/export process is a separate entity.  
 
Base REDCap: 

Refers to anything a user can do with their REDCap system which does not require an 
extension of the codebase. These are tasks a user can perform when they log into REDCap and 
have the appropriate user rights. It is important to note that REDCap is often releasing updates 
weekly and each user’s system is uniquely configured. If there is a screenshot where something 
doesn’t look exactly like your REDCap instance or you find you cannot perform a task then 
please contact your local REDCap administrator for assistance. Please note that the AnVIL 
team cannot access your system to implement any changes. ​
 
External modules: 

These are add-on features built by developers to extend the functionality of the base 
REDCap code. There are times where an external module can be converted into base REDCap 
if it provides a service that the majority of users would benefit from. Whether you can enable 
external modules depends on your administrators, some sites will allow the use of them while 
others may choose to not allow their users access. It is important to remember that while the 
external modules are checked by local administrators before being enabled, they are often not 
supported by REDCap staff. This means that if a feature breaks, it often takes a study team 
putting a budget into place to have their local admins or the Vanderbilt team fix the issue.  
At this moment there are no external modules to pull information from a REDCap project onto 
another online platform. This function will have to be done through base REDCap tools. Please 
note that there is an API Sync module, however do not enable this specific module for 
this particular task because it is only designed to move data from one REDCap project to 
another.  

 
 
 

 



 

Manual Data Export From REDCap Into Terra​
 

REDCap User Rights 
In order to create reports and export the data users must have add/edit/organize report rights 
and access to the data via the user rights page. The highlighted options below will show what 
needs to be selected for a given user in order to access these features.  

 
User rights regarding API use are discussed in the section “REDCap API User Rights”. 

Create Custom Report 

You may create your own custom reports in which you can filter the report to specific fields, 
records, or events using a vast array of filtering tools to make sure you get the exact data you 
want. Once you have created a report, you may view it as a webpage, export it out of REDCap 
in a specified format (Excel, SAS, Stata, SPSS, R), or view the plots and descriptive statistics 
for that report. 

Custom report: Step 1​
To get started, click on Data Exports, Reports & Stats on the left-hand navigation bar. In your 

 



 

workspace on the right-hand side of the screen, you will see a tab ‘Create New Report’ – click 
on that. 

Enter a name for the report and indicate who should be able to access the report:​
 

●​ All users 
●​ A list users specified by name 
●​ All users from a particular user role or roles 
●​ All users from a particular data access group or groups (see User Rights for more 

information about user roles and data access groups) 

Indicate who should have access to editing, copying or deleting the report. This feature will only 
be available to users on the project who have “Add/Edit/Organize Reports’ privileges. Multiple 
users might want to use a report in different ways and might choose to change some of the 
fields, filters or sorting options. This setting will allow you to restrict other users’ ability to make 
those changes. 

 

Custom report: Step 2​
Specify the fields to include in the report​

​
​
Notes: 

●​ If your list of fields is very long, it can be easier to find them by clicking ABI and opting to 
have a text entry box with an autocomplete dropdown. 

  

●​ You can click on the ‘Quick Add’ button to easily tick off the fields you want to see in the 
report 

●​  You may reorder fields by dragging a field to a new position 
●​  Remove fields using the red X 

Additional report options 

 



 

​
​
Include the Data Access Group name for each record​
If your project has Data Access Groups, you will have the option to include the Data Access 
Group name as a data point in the report. 

Survey Identifier field and survey timestamp fields​
If your project includes surveys, you have the option to tick a box so that the survey identifier 
field and survey timestamp fields are included in your report.​
​
If you use multiple-choice checkboxes in your project, you will note that each choice takes up its 
own column in a report or export. If you prefer to have those columns combined, tick the option 
to combine checkbox options.​
 

Custom report: Step 3​
​
Specify a filter for the records (optional).​
You can apply straightforward filters by selecting the relevant fields and specifying an operator 
(e.g. “equals”) and a value to match. For complex expressions involving functions or requiring 
parentheses click Use advanced logic to write your filter expression. The syntax for the 
expression follows the same rules as for calculated fields and branching logic.​
 

Live Filters​
Live filters can be selected on the report page for dynamically filtering data in real-time. With the 
exception of the Record ID field, only multiple-choice fields can be used as Live Filters. After 
applying a Live Filter, report results can be exported as filtered. 

An example of when this might be useful is if you are looking at a report of all patients who have 
diabetes. You could have a live filter on gender and race. When you first view the report (with no 
live filters), you would see all patients with diabetes. If you wanted to know how many of them 
are female, you could click on the live filter for gender and select to only see females. You would 
then be looking at a subset of your data: patients with diabetes who are female. You can then 
click the live filter for race and select African American. That would deliver you a further sub-set 
of data, this one displaying only the African American female patients who have diabetes. 

DAG filter​
If your project has DAGS in it, you have the option to limit your results based on DAG name(s).​
 

 

https://redcap.vumc.org/surveys/?s=8MPTNYPKYAAT9LPE


 

Custom report: Step 4​
Specify up to three of the report fields by which the records will be sorted. 

You will then click Save Report. You will be asked if you wish to View the Report, Return to My 
Reports & Exports or Continue Editing the report. Once you click View Report, your report will 
be added to your report list on the left-hand navigation bar.​

 

 Reports are also listed in their own section of the left-hand menu and are available directly from 
any project page.​

 

You can also download all files on a report. When viewing a report (including public reports) that 
contains one or more File Upload fields or Signature fields, a “Download Files (zip)” button will 
appear on the page to allow users to easily download all the report’s uploaded files into a single 
zip file for those fields for the records in the report. 

 

 

Data Export From REDCap Reports 

After a report has been created, the report can either be viewed in REDCap or exported. 
Manual data export is one method in which data can be exported from the REDCap project. The 
following steps will provide users the appropriate steps to export data in a way to facilitate 
import into the Terra system.  

 



 

There are two locations in which report data can be exported. First is directly from the report 
after it has been run and viewed. Second is directly in the My Reports & Exports page. Both 
methods will export the data in the same way. 

Method #1

 

Method #2 

 

After clicking the Export Data button for a report, you must select the export format and any 
de-identification options. 

 



 

Export Formats 

Choose how you would like to download the data. Either in csv or for a specific statistical 
software. 

CSV Format 

 Raw data: When exported in raw format the variable names will be in the first row with the 
associated raw data value below. 

​
 
Labeled data: When exported with labels the field labels will show in the first row with the labels 
for the data appearing in the record rows below.​

 

Use the “Raw” option if you are wanting to make a backup of your data or if you want to use the 
data for producing charts or to prepare a file to import back into REDCap (or indeed another 

 



 

system).​
Remember that CSV files are NOT Excel files, and Excel may not display CSV data exactly how 
it is in the CSV file.   

Statistical Software​
For each stats package option (SPSS, SAS, R and Stata) REDCap will give you a raw data file 
in CSV format and a syntax file that will read in the data from the CSV file and apply the 
appropriate column formatting, variable labels and value labels. 

De-Identification 
●​ Known identifiers: obfuscate record identifiers and/or ensure all fields that are 

flagged as identifiers in the online designer or data dictionary are excluded from the 
export 

●​  Free-form text: text entry fields with no validation (and particularly Notes-type fields) 
may well have identifying information entered into them. You can opt to exclude such 
fields from the export 

●​ Date and datetime fields: can be excluded or date-shifted whereby all dates for each 
record are shifted by a random but consistent number of days (for example, record 1 
dates all +23 days, record 2 dates all +201 days, etc.) 

 

For users whose export permissions are set to De-identified only (see User Rights) these 
options (with the exception of record identifier hashing) are always applied. 

Downloading 

After the export is run and you have confirmed the citation reminder you are presented with 
buttons for downloading the files in the format you chose. For example, here a raw data file and 
Stata syntax (.do) file: 

Notes on CSV files: 
●​  Note the reminder to cite your use of REDCap in any published material. See 

Citing REDCap for example text.  
●​ The data in the Excel CSV Raw and stats package DATA CSV files are identical – 

raw, unlabeled data in CSV format – but the stats package DATA CSV files do not 
contain header rows (field information is included in the syntax files). 

●​ The Pathway Mapper files for SPSS and SAS are Windows batch files. When you 
have downloaded the associated syntax and data files, you can run (double-click) the 
pathway mapper. It will update the syntax file’s file handle/in file statement so that it 
includes the full file path to the location where the files are saved. 

Using the Pathway Mapper is optional (and not possible if you use Mac or Linux). You can 
perform the same task by manually setting the path in the syntax file, or by setting the current 
working directory to the appropriate location. 

 

https://projectredcap.org/resources/citations/?_gl=1*bxqq1w*_ga*OTUwNDYzNTI1LjE3MDA1ODMxOTU.*_ga_5YYEWY0QFX*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC4wLjAuMA..*_ga_WSHLZ5232G*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC42MC4wLjA.&_ga=2.267745097.633702823.1700583195-950463525.1700583195
https://projectredcap.org/resources/citations/?_gl=1*bxqq1w*_ga*OTUwNDYzNTI1LjE3MDA1ODMxOTU.*_ga_5YYEWY0QFX*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC4wLjAuMA..*_ga_WSHLZ5232G*MTcwMDU4MzE5NC4xLjAuMTcwMDU4MzE5NC42MC4wLjA.&_ga=2.267745097.633702823.1700583195-950463525.1700583195


 

●​ Send file? loads the export files into REDCap’s Send-It application, enabling you to 
send the files securely to anyone. The maximum file size is 125 MB. 

●​  All exports are saved to the database and can be downloaded again using the File 
Repository  

PDF & Other Export Options​
The PDF & Other Export Options tab gives you options for downloading: 

●​ A ZIP file containing all files uploaded to all of your project records 
●​ A single PDF containing all data for all forms for all of your project records. Further 

information is available in the text on the page. 
 

Data Import into Terra 
Now that the data has been exported you should proceed with importing the data into the Terra 
tables. The below links will help guide you through the process of formatting and importing the 
data appropriately for the Terra system. ​
 

●​ T101 - Data Tables Quickstart Guide – Terra Support  
●​ Upload data and populate the table with linked file paths – Terra Support  

 

Data Export into Terra Using “AnVIL Exporter” REDCap 
External Module 
A new external module “AnVIL Exporter”  has recently been deployed to REDCap. This module 
allows users of REDCap to submit clinical or survey data collected on REDCap into Terra 
through an easy, push-button export. A video on the full process can be found here. The 
README file for the AnVIL Exporter External Module can be found here. 

Module Activation 
 

 

https://support.terra.bio/hc/en-us/articles/9611829120539-T101-Data-Tables-Quickstart-Guide
https://support.terra.bio/hc/en-us/articles/4419428208411-Upload-data-and-populate-the-table-with-linked-file-paths
https://drive.google.com/file/d/1CiQRMo7BX3yHa8c82hdVoXP4-AbP_yMY/view?usp=sharing
https://redcaptest.vumc.org/external_modules/?prefix=anvil_exporter&page=README.md


 

 
 

 
 
Once the external module is activated, a link “Import to Terra (redirect)” will appear under 
“External Modules” on the left hand column of the REDCap project. 

 



 

Module Configuration 
External modules have a “configure” button on the External Modules REDCap page. The AnVIL 
Exporter module configuration options allow for de-identification, export of a specific report, and 
export of specific forms.  

 
The de-identification options are identical to the de-identification options available when 
performing a base REDCap data export. 
 
These options include: 

●​ Remove all identifier fields as tagged in the data dictionary  
●​ Hash the record ID field (converts record name to an unrecognizable value) 
●​ Remove all date and datetime fields 
●​ Shift all dates by a value between 0 and 364 days 

 
Users also have the option to limit the export to a report or specific forms in the project. 
Selecting a report will override any forms selected. Leaving the report option blank will enable 
form filtering. 
 
Click “Save” to save the configuration options. 

Initiating Export to Terra from REDCap 
Once the AnVIL Export module is activated and configured, users 
can initiate the export by selecting “Import to Terra (redirect)”  in 
the External Modules section on the left hand side of the REDCap 
project.  
 
This will open a new window redirecting the user to their Terra 
instance, where they can sign in to their Terra account. 

 



 

 
Simultaneously, when “Import to Terra (redirect)” is clicked, a PFB file will be generated and 
stored in the project’s file repository. This file will be deleted after it has been imported into 
Terra. 
 
Once users log in to their Terra account, they can select the workspace to which the data will be 
imported to. 

 
Users will select “Import” to prompt the import. 

Product in Terra 
Based on the previously selected module configuration options, a table will be created in Terra 
for each form, along with an additional table containing the REDCap project’s codebook. 
Each record and instance will result in a row in the corresponding table. 

Programmatic Export Using REDCap API 
In the previous section we discussed ways to manually export data from REDCap into Terra. 
The following section gives users an overview of REDCap’s API feature and ways to implement 
it for data transfer. Some of the specifics covered included user right requirements, API token 
creation, and how to use said API token. Along with the general API principles we included a 
great hand-on practice scenario for those wanting to explore the API in real practice. 
 
What is the API? 
API stands for Application Programming Interface and, in this instance, it allows an external 
application to connect to REDCap remotely. For details on the capabilities of the REDCap API 
and how to use it, please see the REDCap API documentation. 

 
Please note that while you do not have to be proficient in programming languages to 
utilize the API, a working knowledge of R or other similar language will be helpful in 
some instances.   
 

REDCap API User Rights 
The first step in this process is to ensure you have the necessary user rights for using the API 
feature built into base REDCap to export and import data. To access the user rights you must 

 

https://redcap.vanderbilt.edu/api/help/


 

first have the necessary permissions, usually granted to you by the owner of the project or the 
person who is in charge of the study.  
 
If you do not have access to the user rights section please contact study team personnel at your 
local site. Unless the project is owned by Vanderbilt no one on the Vanderbilt AnVIL team nor 
any REDCap administrators will have access to the project to make any changes for you.  
 
If you do not see API import/export rights as an option on the user rights page, please 
contact your local REDCap administrator.  

 
Please note that not everyone in your project will need an API token/user rights. Once an 
API token is generated they will have full user rights for this feature and any data 
breaches are not the responsibility of the AnVIL team.  
 

1)​ There are two ways to access the User Rights for the project:  
a)​ The first way is to go to the “Project Setup” page which is located on the left hand 

side of the screen under the Project Home and Design section.  

 

 
b)​ The second way is to go to the Applications section on the left hand side of the 

screen and click on “User Rights.” 

 



 

 
2)​ This will take you to the user rights section. From here you can either add a user to the 

project or you can alter the user rights of someone who already has access to the 
project.  

 
Please note that anyone who has API import/export rights has the potential to 
import/export data to and out of the project. This could include PHI (protected health 
information) if they have access to this within the project. If you do not want someone 
accidentally exporting PHI then you will need to ensure their user rights prohibit them 
from exporting a full data set. Please follow your institution’s best practices when 
dealing with sensitive information. 
 

3)​ Adding API rights to a new user: 
a)​ This step will vary per institution. Adding a new user will depend on how REDCap 

access is managed. It is usually done through either a username or an email 
address. Once you have found the correct person click on “Add with custom 
rights” or “Assign to role” if your project is controlling access through roles. 
Please note that if you change the user rights of a role EVERYONE in that 
role has the potential to generate an API token. 

 



 

 
b)​ The API rights should be unchecked and you will also notice that the viewing and 

export rights default to the full data set, this means that anything marked as an 
identifier will be able to be viewed and potentially exported.  

 
c)​ Change the user rights of the individual as needed. Please note that the person 

may not need API import rights and the form viewing and export rights will vary 
per project. If you have any questions about which rights should be granted 
please reach out to study personnel.  

 



 

 
d)​ Select “Add user” to add this person to the project. 

 
4)​ Changing the user rights for an existing user: 

a)​ On the user rights page you will see a list of everyone who had access to the 
project as well as their role name if you are using this feature of REDCap. Please 
note that changing the user rights for a role name will allow anyone 
assigned to that role to potentially generate an API token.  

b)​ Click on the blue hyperlink for the individual and then select “Edit user privileges.” 
If a REDCap user already has an API token then you will see a gold coin like the 
one in the above image.  

 

 



 

c)​ If the person does not have the API user rights then the checkboxes will be 
empty. You can check one, both, or neither depending on your project and what 
the individual user or role name needs to do to support the study.  

 
d)​ Once you make your selections then a blue checkmark will appear. This can be 

altered at any time by either the individual or the study team personnel if they 
have user rights privilege. An individual can have API access but not have 
access to the user rights page.  

 
e)​ Now that they have export/import rights an API token can be generated. 

​
Generate an API Token 
Each user will need to generate their own API token. Not every user will need one, if there are  
any questions about who should have this user right please contact local study personnel.  

1)​ On the left hand side of the screen select “API” from the Applications section.  

 
 

2)​ Select “Generate API token,” this is a necessary step because you cannot utilize any of 
the features without a valid API token.  

 



 

 
 

3)​ You can now see the details of your API token. If you ever need to delete or regenerate 
your token you can also do that from this page. How long an API token is valid for will 
vary per institution.  

 
 

Manage API Tokens 
This feature is available only to REDCap administrators and can be a way to add an extra layer 
of security for the API feature. It is important that if a user leaves the institution or if an API 
token is no longer needed that the user rights are revoked.  
 

API Playground 
The API playground is where you are going to customize the API request to export data from 
REDCap and import into another platform. 

1)​ On the left hand side of the screen select “API Playground” from the Applications 
section.  

 



 

 
 

2)​ The first step is to choose the API method or what you are going to be exporting from 
REDCap to the online platform. In this example, the API method we have selected is 
‘delete records’. 

 
3)​ Select your format for exporting the data. 

 

 



 

4)​ Select the format to receive any error messages.  

 
5)​ What you selected in the above three steps will be reflected in the raw request 

parameters.  

 
6)​ The API response is the data that will be returned from a server when the request is 

sent. This is the step where knowing some programming language may become useful 
to exclude any identifiers or other fields that may not need to be exported. Excluding 
identifiers is another layer of security, however it is not a necessary step as long as the 
user rights prohibit exporting of identifiers.  

 

 



 

 

Uploading Data into Terra 
The below links detail how to upload data into Terra. 

●​ T101 - Data Tables Quickstart Guide – Terra Support  
●​ Upload data and populate the table with linked file paths – Terra Support  

 

Hands-On Practice: Setup 

For the next part of this module, we'd like you to work with a real REDCap database that you 
create or in which you have User Rights (a very high level of privilege that you may not have on 
projects you didn't create). 

 

If you have a REDCap project in mind, log in and open that project. On the left side, under 
Applications, do you see User Rights? If so, congratulations, you can use this project to 
experiment with the REDCap API. We will only be using the API to access project data, not 
change or destroy it or add new data, so what we're going to describe here is safe to perform on 
a real dataset. 

Warning! 

Just because we're not going to break any of your data doesn't mean that it's okay from a 
regulatory perspective to use the API to download data to your computer. Think about whether 
the use of this data is governed by a protocol or data use agreement, and whether your 
computer is an approved place to do analysis of the data. 

If you can't or don't want to use your own existing REDCap project, you can clone a sample 
project from us. We've taken data from the University of California, Irvine Machine Learning 

 

https://support.terra.bio/hc/en-us/articles/9611829120539-T101-Data-Tables-Quickstart-Guide
https://support.terra.bio/hc/en-us/articles/4419428208411-Upload-data-and-populate-the-table-with-linked-file-paths


 

Repository, specifically, their dataset on cervical cancer risk factors, and made that data into a 
REDCap project. Here are the steps to take our REDCap project and make it yours! 

1.​ Download our REDCap xml file, saving it to a place you'll be able to find it (like your 
Downloads folder). We suggest doing a right click on the link and choosing Save Link 
As, or Download Linked File As. 

2.​ Log in to your REDCap server and choose New Project. 
3.​ Fill out the Project title, Project purpose, Assign project to Folder, and Project notes 

fields as you like. We called our project "API Testing" but that's only a suggestion. 
4.​ Choose Upload a REDCap project XML file as the Project Creation option. 
5.​ Click Choose File, and in the file picker, navigate to where you saved our XML file. 

An image below shows what you might see after steps 1-5, although your institution may have 
different colors, layouts, etc. on their page. 

 

6.​ At the bottom of the page, click Create Project. It may take a few minutes to digest that 
giant XML file! 

Congratulations, now you have a project that you created, which means you have User Rights 
capabilities. That will come in handy in our next step! 

  

Enabling the API 

In REDCap, the project owner (or people with user rights) have to explicitly give permission to 
use the REDCap API to project users who need that capability. In fact, when you create a new 

 

https://archive.ics.uci.edu/ml/datasets/Cervical+cancer+%28Risk+Factors%29
https://raw.githubusercontent.com/arcus/education_modules/main/using_redcap_api/media/cervical_cancer_factors.REDCap.xml


 

REDCap project, REDCap does not provide you with these permissions by default, even though 
you're the project owner! Take a look at your REDCap project and look on the left hand side of 
the screen to look at the menu of options. Chances are, you won't see anything that says "API." 
If that's the case, don't worry. We're going to walk you through how to give yourself API access. 

Open your REDCap database (one that belongs to you or in which you have the ability to 
change user rights). On the left side of the screen, choose User Rights from the list of 
applications. 

 

The User Rights panel will open in the main part of your screen. Click on your user id (or your 
role) and choose Edit User Privileges. Give yourself API Export access, as shown in the image 
below. For now, we'll leave API Import/Update turned off, so that you feel secure knowing you 
can't accidentally upload anything that could mess up your data. 

 



 

 

The next step depends on your version of REDCap. Do you see a box on the right side of 
your User Rights panel labeled Privileges for Viewing and Exporting Data? If you do, give 
yourself some Data Export Rights. We recommend Full Data Set, but you can choose a less 
privileged level of access if you're working with identified data and want to be extra careful. Note 
that our sample project on cervical cancer risk factors is already deidentified. 

This is what we're talking about: 

 

Once you're all done giving yourself API export rights and (if applicable) data export rights, click 
Save Changes. 

 



 

Refresh your browser (reload the page) so that your new permissions are included in what you 
get shown in your project. Now, on the left hand side of the project, you should see something 
new under Applications – API and API Playground. 

  

  

API Token 

So now you have the right to use the API, but you can't start using it just yet. You have to 
generate an API token. Click on the API application in the left side menu and in the main part of 
your screen, click on the button to Generate API Token. Depending on your institution's rules, 
you might automatically be granted a token immediately, or it might be generated manually by 
an administrator a few minutes or hours later.​

 

The API token is unique to the combination of user and project. It's a code that allows access 
only to the data in a single project and only the data that the person who generated the API 
token is allowed to see. If you have three different projects, your token is different for each one. 
Importantly, if you feel like you may have accidentally given your API token away, it's a good 
idea to regenerate it, which is a single-click operation. It makes your old token invalid and 
creates a new token. 

Soon, your API token will show up in that same API Application. It will look something like this 
(note, I've obscured my token – sharing this in a post like this one would be a terrible idea!). 

 



 

 

You'll use this token when you request data in your R or Python script. 

  

Hands on Practice: API Playground 

So, you have some data in a REDCap database, and you have an API key that gives you 
access to that data. How do you use this key, though? Learning how to use an API can be tricky, 
because it requires you to pass not only the key, but your actual request like "give me only the 
field called species" or "give me only the form called inclusion_criteria." Luckily, REDCap 
provides you an API Playground that gives you not only a view into what the API can do, but 
provides a good start to giving you the actual code. Let's take a deeper look. 

The API Playground has several parts: 

●​ The API Method selector menus 
●​ Raw Request Parameters 
●​ Response 
●​ Code Examples 

Let's look at how each part of the API Playground helps you learn the API.​
 

API Method 

In your REDCap project, head over to the API Playground – click on that phrase in the 
Applications pane on the left. Then, at the top of your screen, you'll see the menu-driven 
selection box. The first selection you have to make is API Method. 

 



 

For now, choose Export Records as the API method. This will allow you to download records 
(rows of data). Make sure that: 

●​ The "Format" (second option down) is "CSV" and 
●​ The "Type" (third option down) is "flat." 

You don't have to change any other fields. Leaving everything else alone means you'll download 
all the records (rows) and all of the forms/instruments with all of their fields (columns) into a 
single .csv file. 

Troubleshooting help​
Be careful not to choose .json as the format -- .csv, or comma separated values, is the file 
format you want to download! 

The Raw Request Parameters box below your selection will change to reflect whatever you 
chose. Here's an example of what you might see, if you're using the cervical cancer data. If 
you're using your own dataset, things will look different. Note that we've blurred out the API key 
here -- that's not something we want to share! 

 



 

 

This Raw Request Parameters gives you a quick look at the information you're passing to 
REDCap, to make sure you selected what you really wanted in the menu part above. Go on to 
the next page to see how to submit this API request! 

  

 

 

 

 

 



 

Execute Request​
Look further down the API Playground page, in the Response area, and click on the button that 
says Execute Request. You might get a "waiting" spinner, and then a box will appear below the 
button with the data that REDCap returned from your request. 

You requested your data to be in a .csv, so you should get some data that's "comma separated" 
– a bunch of fields that are separated by commas, with each new line of data being separated 
by a line break.​
 

Troubleshooting help​
In the Response box, data is presented in plain text, not in a table, so it might look confusing or 
overwhelming. If you want to, you can copy that plain text by clicking on the contents of the box 
and then using your browser's "Select All" function, followed by "Copy." Then paste it into a text 
editor like Visual Code Studio or Notepad, saving it with the .csv extension. That will allow you 
to then open it in Excel to see if the .csv is what you intended. Below, here's the cervical cancer 
data before, as comma separated values in plain text, and after, as text saved as a .csv and 
opened in Excel: 

 

 



 

 

Below the Response box with the comma separated values data, you'll see an HTTP status. 
You want that to be 200, which means no errors occurred. 

The example reviewed is  an example of trying out and learning about the API without having to 
write code. You can experiment with various methods and learn easily without having to go 
through the frustration of writing a lot of code to find out how to do things. 

In some API methods, like Export Records, you'll have a number of drop down menus you can 
choose from to tailor your request, including which "forms" and which "fields" you want to 
retrieve. You can make multiple choices in menus like these by holding down control while 
clicking (Windows) or command while clicking (Mac). Helpfully, however, if you want every item 
listed (say, you want every form and every field), you don't click any selection at all, and 
REDCap assumes you mean everything that appears in the drop-down list. 

Troubleshooting help​
Do take a look and make sure your Response box contains comma separated values and 
shows a good return code (200). If not, something has gone wrong -- either you don't have the 
correct rights, which means you need to take another look at your rights in the User Rights 
section of REDCap, or you've issued an API call that is incorrect in some way (for instance, 
maybe you requested a .json format instead of .csv).​
 

 API Playground: Code​
So, you've experimented in the API Playground and you know the kind of API call you want to 
make. Now, how do you automate this selection so that your R or Python code will issue exactly 
the same request using code? REDCap's API playground comes to the rescue again, with code 
snippets. 

 



 

In the tabs at the bottom of the API Playground, you'll see names of programming languages, 
including Python and R. Below you can see what the Python code looks like for the API request 
to retrieve all records from the cervical cancer database: 

We'll show you how to use Python and R in two separate sections, so you can feel free to look 
at either one, or both! 

  

Python and the REDCap API 

There is a useful Python library that makes importing REDCap data into Python simpler than the 
code REDCap suggests. Nevertheless, we think it's important to show you how to use the code 
REDCap provides, because it is reliable and reflects the current state of the REDCap API. 

The Python library, PyCap, that streamlines this effort is great and seems very stable, and we 
provide a link to it toward the end of this module, but Python libraries depend on volunteers who 
keep them updated. Therefore, we think it's useful to know how to use the basic method we'll 
share here, even if in the future you prefer a different approach. 

Open a Jupyter notebook (running Python 3) and paste the code from the API Playground's 
"Python" tab into your first cell and run that cell. It works! Kind of. Take a look below to see what 
the result of our API call for the records of cervical cancer data looks like. 

 



 

 

What's the only problem with this? Well, it's not in a pandas data frame, which is what we'd 
prefer to work with. We can fix that by adding a few lines of code! Add this to a second cell, and 
run it. 

import pandas as pd​
from io import StringIO​
df = pd.read_csv(StringIO(r.text)) 

df 

Below, this is the result when we do that for our cervical cancer data database: 

 



 

 

Now, your data is in a pandas data frame and you're ready to do all sorts of work with that data 
(like cleaning question marks out of the data, getting summary statistics, finding correlations, 
visualizing data, and modeling data). Importantly, you can re-run the cells in this notebook at 
any time to get the latest version of the data from REDCap! 

R and the REDCap API 

REDCap assumes you're going to use an R script and not an R Markdown document, but we 
advocate using R Markdown for just about everything you do in R, so we're going to teach that 
approach. 

There are useful R packages that make importing REDCap data into R simpler than the code 
REDCap suggests. Nevertheless, we think it's important to show you how to use the code 
REDCap provides, because it is reliable and reflects the current state of the REDCap API. 

The R packages that streamline this effort (we like REDCapR and redcapAPI) are great and 
seem very stable, and we provide links to them toward the end of this module, but R packages 
depend on volunteers who keep them updated. Therefore, we think it's useful to know how to 
use the basic method we'll share here, even if in the future you prefer a different approach. 

First, open RStudio and create a new R Markdown (File > New File > R Markdown). Give your R 
Markdown the title and author information you want, leave the default output choice (HTML), 
and click on OK. 

 



 

 

Remove all the "boilerplate" text after the setup chunk (so, delete all the lines after line 10) and 
add a new empty chunk: 

 

 



 

Then: 

●​ Copy the R code from the API Playground and paste it into the empty chunk 
●​ Remove the first line (the one that starts #!/usr/bin). 
●​ Run that chunk! 

After running that chunk, you should have some new objects in your Environment. Of particular 
interest is the object called result. See below what we see when we run the chunk of code to get 
records from the cervical cancer database: 

 

Click on "result" in the environment pane to open a file viewer. 

 



 

 

Now, your data is in a data frame and you're ready to do all sorts of work with that data (like 
cleaning question marks out of the data, getting summary statistics, finding correlations, 
visualizing data, and modeling data). Importantly, you can re-run the chunks in this R Markdown 
at any time to get the latest version of the data from REDCap! 

  

Don't accidentally share your API token!​
Your API token is a secret. If someone else finds your API token, they can get unauthorized 
access to your REDCap project. 

Behind the scenes​
There is so much code online, what are the chances of someone malicious just happening to 
find your API token? 

Unfortunately, it's more likely than you may think. Stealing API tokens can be lucrative; there's 
money in both illicitly accessing valuable private data and also misusing servers for things like 
cryptocurrency mining. People write scripts to automatically scan posted code for patterns that 
look like API tokens and other sensitive information, so they can efficiently process millions of 
lines of code posted all over the web. In fact, companies like GitHub offer automatic scanning as 
a service, letting customers know if it looks like they've accidentally pushed a secret to their 

 

https://github.blog/2022-04-04-push-protection-github-advanced-security/
https://github.blog/2022-04-04-push-protection-github-advanced-security/


 

repository. If the GitHub engineers can make software to catch API tokens being posted to 
repositories, people with bad intentions can, too. 

By far the best approach is to make sure your API token is never included in any code that 
could get pushed to an online repository. 

Warning!​
If you use a system like git to version control your code (which we recommend you do!), then 
your token is compromised if it has ever been committed in a repository that is now public, even 
if it has since been overwritten. 

Troubleshooting help​
What should you do if you think your API token has been compromised? 

No matter how brief the exposure was, if your API token was online, you need to discard it and 
generate a new one. See the section above on generating API tokens for instructions on how to 
get a new one. 

If your REDCap project contains protected information, such as protected health information 
(PHI), you may need to file a breach report. Consult with legal and ethics support at your 
institution if you're not sure how the law applies to you. 

The example code from the REDCap API playground saves your API token in the first line of the 
script. Although this is okay if that script is saved in a secure way on your computer and will 
never be shared or published, it's very dangerous if you might end up sharing your code at 
some point. 

  

 

 

https://liascript.github.io/course/?https://raw.githubusercontent.com/arcus/education_modules/main/using_redcap_api/using_redcap_api.md#10

	AnVIL User Guide for REDCap 
	Introduction 
	Base REDCap vs External Modules 

	Manual Data Export From REDCap Into Terra​ 
	REDCap User Rights 
	Create Custom Report 
	Custom report: Step 2​Specify the fields to include in the report​​​Notes: 
	Additional report options 


	Data Export From REDCap Reports 
	Method #1 
	Method #2 
	Export Formats 
	CSV Format 
	Statistical Software​For each stats package option (SPSS, SAS, R and Stata) REDCap will give you a raw data file in CSV format and a syntax file that will read in the data from the CSV file and apply the appropriate column formatting, variable labels and value labels. 
	De-Identification 

	Downloading 
	Notes on CSV files: 

	PDF & Other Export Options​The PDF & Other Export Options tab gives you options for downloading: 
	●​A ZIP file containing all files uploaded to all of your project records 
	●​A single PDF containing all data for all forms for all of your project records. Further information is available in the text on the page. 

	Data Import into Terra 

	Data Export into Terra Using “AnVIL Exporter” REDCap External Module 
	Module Activation 
	Module Configuration 
	Initiating Export to Terra from REDCap 
	Product in Terra 

	Programmatic Export Using REDCap API 
	REDCap API User Rights 
	​Generate an API Token 
	Manage API Tokens 
	API Playground 
	Uploading Data into Terra 
	Hands-On Practice: Setup 
	Python and the REDCap API 
	R and the REDCap API 



